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Chapter 1

INTRODUCTION

This Vital Records Protection Plan for the [insert institution’s name]has been developed to help fulfill some of the requirements of the Commonwealth’s Emergency Operations Plan.

The protection and preservation of vital records is essential to the maintenance of public and private institutions.  The most important step an institution can take to protect its vital records is to develop a Vital Records Protection Plan, the goals of which are to prevent the loss of information critical to the continuing operation of the institution, to recover damaged information, and to resume operations quickly and efficiently.

A [insert institution’s name}  Vital Records Disaster Management Team has been established to help prepare, implement and update this plan.  The team consists of the following members:

INSTITUTIONAL STAFF MEMBERS:

Team Coordinator:
Overall responsibility for disaster recovery operations.


 

Assistant Coordinators:  Provide assistance in identifying vital records, assessing damage, and 

       selecting recovery methods.


Records Manager:  Assists with recovery operations and records scheduling.



Other Team Members:




AUXILIARY MEMBERS:

Director of Operations:  Coordinates overall recovery activity and serves 

                                           as chief liaison with fiscal and purchasing offices.


Facilities Manager/Security:  Has overall responsibility for security and safety of physical  

                                                   structure.



Information Systems Manager:  Serves as advisor to overall systems backup for institution’s 
 

                                computer systems.  

Fiscal Officer:  Approves emergency expenditures relating to disaster.




Purchasing Officer:  Provides support for emergency recovery operations by expediting  

purchases of supplies and equipment.


Legal Counsel:  Provides advice on legal issues associated with disaster response.


Press Officer:  Prepares press releases and works with media to issue accurate and timely 

  information in a disaster situation.



This plan is intended to deal with disasters involving the institution’s vital records only. The Vital Records Protection Plan should be used in conjunction with the [insert institution’s name] Disaster Response and Recovery Plan for Records.  The recovery of records, salvage methods, vendors, and supplies are addressed in the Disaster Plan.  Both of these plans should be used in conjunction with the institution’s Emergency Operations Plan. 

The institutional staff members of the Vital Records Disaster Management Team will meet on an annual basis to review procedures relating to disaster preparedness and disaster response.  Auxiliary members will be consulted periodically on specific issues as they arise.  [Insert names  of appropriate staff] will also review their Vital Records Inventory Forms on an annual basis to ensure that all information is accurate and will submit updated forms to the team for incorporation in the plan.  Only those records listed on the official inventory forms maintained by [insert names of appropriate staff] will be considered vital if a disaster occurs.  Other staff members will be kept informed of any changes or updates, and the team will periodically conduct training exercises.
Chapter 2

IDENTIFYING AND PROTECTING VITAL RECORDS

Vital records are any records, regardless of archival value, that are essential to the functions of an institution during and after an emergency.  They also include those records essential to the protection of the rights and interests of that institution and of the individuals for whose rights and interests it has responsibility.  The loss of vital records during a disaster could result in the disruption of essential services, exposure to unplanned expenses of financial settlements or loss of revenue, increased vulnerability to litigation, and loss of productivity due to gaps in information.  

Vital records fall into two general categories:

1.
Emergency Operating Records – These are records which are needed immediately by fire and safety personnel during an actual emergency and records which are needed by the institution’s management and staff members assigned to disaster recovery efforts.  


2.
Rights and Interest Records – These are records which are needed by the institution’s  staff to continue mandated operations and services during and after the actual emergency and in order to preserve the legal and financial rights and interests of the institution and the individuals directly affected by its activities.  

Each [insert names of appropriate offices] is responsible for identifying its vital records by completing Vital Records Inventory Forms.  For copies of the forms, see Appendix A of this plan.  These forms indicate not only the current location of vital records but also the location of any security copies.  

In addition to the inventory forms, the locations of vital records within the institution have been noted on the attached floor plans (Appendix B).  Also, the doors of all offices containing vital records have been marked with [insert type of labels such as a fluorescent green coding label six inches under the doorknob].  Within the offices, file cabinets and other containers holding vital records including individual folders are designated with [insert type of labels such as green labels].  In the records storage areas, shelves and boxes containing vital records are identified with [insert type of labels such as green labels].  

Each [insert names of appropriate offices] is also responsible for choosing a method of protecting its vital records to ensure that, in the case of an emergency, its vital records will survive.

Two common methods of protecting vital records are:

1. Duplication and Dispersal – This technique involves the distribution of duplicate copies created in paper, microfilm, or electronic format to locations other than the institution’s primary office space.  Such dispersal may be either routine or planned.  During the regular course of business, duplicates of vital records are often routinely distributed to other buildings.  So long as these duplicates are designated as the vital records security copy and maintained in the proper conditions for the same length of time as the primary copy, the information they contain would be protected.  In cases where copies of vital records are not routinely dispersed, each office must plan to have copies of vital records distributed to alternative sites specifically for protection purposes.  Such copies should be sent to designated buildings and kept for the full retention period.  

Using the dispersal method of protection requires constant monitoring by each office to ensure that the vital records security copy is updated on a periodic basis (called cycling).  It is also essential that this copy be dispersed to a location that would not be affected by an area-wide disaster that could destroy both the copy and the primary records, but yet be sufficiently close that the security copy is readily accessible if needed.

2. On-Site Storage – If off-site dispersal is not an option, each office can also protect its vital records by storing them in fire-resistant vaults, safes, or file cabinets.  Such equipment is rated according to the maximum number of hours of exposure to fire and maximum temperature at which they will protect records.  Magnetic tape, microfilm, diskettes, CD-ROM’s, and photographic records require special equipment ratings because of their susceptibility to high humidity levels.  The National Fire Protection Association publishes standards for these types of protective equipment (http://www.nfpa.org/Home/index.asp). 

The major disadvantage to on-site storage of vital records is the potential for total or near destruction or contamination of the institution’s primary office area in the event of a disaster.

Electronic records pose special problems in regard to vital records protection because of the need to consider both hardware and software as well as systems documentation.  For off-site storage of backup tapes and disks, the [insert names of appropriate offices and/or vendors] should be contacted.  At a minimum, each office should save its vital electronic records to the institution’s [Local Area Network servers on a periodic basis if routine backups are made] and/or make backup copies of vital electronic records on DVD’s, thumb drives, or CD-ROM’s, and store them at an alternative off-site storage location.  

Chapter 3

DISASTER PREPAREDNESS 

The Vital Records Disaster Management Team has prepared a series of lists and instructions which are included in this plan.  The Emergency Resources Information Sheet and the Emergency Contact Information Sheet should be posted in all areas where vital records are maintained.  

EMERGENCY RESOURCES INFORMATION SHEET
Police:

[insert name and phone numbers]
Fire Department:  [insert name and phone numbers]

Local Emergency Management Agency: [insert name and phone numbers]

Pennsylvania Emergency Management Agency:  (717)  651-2001 ( 24-hour number) and

 1-800-4247362

Pennsylvania Historical and Museum Commission, Bureau of Archives and History:

(717)783-5796 or (717) 787-8953

EMERGENCY CONTACT INFORMATION SHEET

Vital Records Disaster Management Team Contacts:

Team Coordinator  [insert name, address and phone numbers]


Assistant Coordinator
 [insert name, address and phone numbers]


Assistant Coordinator
 [insert name, address and phone numbers]


Assistant Coordinator
 [insert name, address and phone numbers]


Maintenance and Security   [insert name, address and phone numbers]


VITAL RECORDS DISASTER INSTRUCTIONS

The following instructions are to be followed in case of an emergency affecting vital records. (Sample) 

FIRE


Action


1.
Sound the alarm.


2.
Evacuate the building.


3.
Contact Emergency Personnel.


4.
Contact appropriate members of the Vital Records Disaster Management 



Team.

WATER


Action


1.
Assess the situation and take appropriate action.




If water is coming from above:  cover or remove all vital records




from the area.




If water is coming from below:  elevate or remove all vital records




from the area.


2.
Contact emergency personnel.


3.
Contact appropriate members of the Vital Records Disaster Management 



Team.

GUIDELINES FOR PROTECTING VITAL RECORDS

1.
Store records away from any possible sources of water damage.

2.
Do not leave records exposed on desks or tables overnight.  Store them in file cabinets or in boxes on shelving.  Boxed records should be stored at least five inches off the floor.

3.
Do not store records near furnaces, radiators, or heaters.

4.
Do not store records near hazardous materials.

5.
Monitor equipment such as photocopy machines, typewriters, computers, coffee 
makers, and microwave ovens on a daily basis as part of prevention.

6. Monitor affected areas during building renovation or repairs for potential hazards to records such as accidental water discharges, fires, and breaches of security.
7. Make sure there are no potentially hazardous substances present in building materials or fixtures that would result in contamination in the event of a fire.  If there are, identify them on the Survey Information Worksheet (Appendix C).

8.
Have all electrical outlets, fixtures, equipment, and appliances checked regularly by an electrician.

9.
Ensure the fire marshal is familiar with all construction materials in the building and their 
ratings.

10.
Have all central heating, air conditioning, and ventilation systems evaluated regularly by a qualified person.  Such systems could spread fire through a building if not constructed with appropriate safeguards.

11.
Make certain there is adequate air circulation throughout the facility.  All ducts and vents should be cleaned regularly.  Dust and other combustible materials could ignite when close to motors or other moving parts.

12.
Make sure all wastepaper baskets are made from a noncombustible material.  They also should be emptied regularly.  Obtain separate receptacles for flammable materials.  Inform maintenance employees that the contents of these receptacles are not to be mixed with those of other waste receptacles.

13. Ensure that the facility is inspected regularly by the appropriate fire department officials.

14. Check all fire extinguishers, smoke/heat detectors, sprinkler systems and fire alarms regularly for operability.

15. Make certain the facility possesses a current fire safety manual and all staff members are familiar with it.

16.
Check all service pipes regularly and have pressure alarms installed that indicate trouble.

17.
Monitor all areas where there are pipes and windows that may be subject to


condensation.

18. Check all drains regularly for obstructions or other hazards.

19. Install floor alarms in all areas that are susceptible to water leakage.  These alarms should be connected to a central alarm system.

20. Monitor all sprinkler systems and check periodically for operability.

21.
Install all shelving units at least two inches away from inside walls and twelve inches away from outside walls to avoid damage from condensation, burst pipes within walls, etc.  All bottom shelves should be at least five inches off the floor.

22.
Inspect the facility’s roof regularly for leaks.

23.
Require all terminated employees to turn in all relevant identification and keys to the building.  Terminated employees may pose security risks.

24.
Make certain that the exterior of the building is well-lit at night.

25.
Incorporate procedures that will be followed in the event of theft and vandalism.

26.
Remember that during building renovation or repair, there is greater risk of accidental damage that could affect vital records.  Remove important materials before construction starts if at all possible.  Do not allow cigarettes or unattended hot tools in the work area.  Do not allow roofers to leave an incomplete job overnight unless they have laid and secured a waterproof tarp to protect any records in the area from water damage.

The Vital Records Disaster Management Team will assign members and/or staff to conduct periodic surveys of bureau facilities utilizing the following checklists:  
Hazards/Housekeeping Checklist

1.
Make certain there are no hazardous materials stored in close proximity to vital records.

2. Make certain all exits, aisles, corridors and stairwells are unobstructed.

3.
Make certain all fire fighting equipment is completely unobstructed.

4.
Make certain all file cabinets are routinely kept closed when not in immediate use.

5.
Make certain no records are left on desks or tables overnight.  Vital records should be protected in file cabinets or in boxes on shelving when not in use.

6.
Make certain no records are stored directly on the floor.  If vital records are stored on the floor, they should be placed in boxes on pallets or shelving at least five inches off the floor.

7.
Make certain large quantities of combustibles or empty boxes are not stored in close
proximity to areas with vital records.

8.
Make certain staff is not eating and drinking in offices or other areas containing vital records.  Eating and drinking should be restricted to designated areas within the building.

Fire Prevention Checklist
1.
Make certain all flammable materials are stored in well-marked containers in a safe, cool place away from sunlight.

2.
Make certain all chemical and solvent containers are properly labeled and kept closed even when in use to minimize the escape of flammable and toxic vapors into the air.

3.
Make certain all electrical appliances (e.g. coffee makers, copy machines and microwave ovens) are operated at a safe distance from flammable materials and turned off when not in use.

4.
Make certain all fire doors are kept closed.

Water Prevention Checklist

1.
Make certain no vital records are stored in basement areas.  When flooding occurs, the water will seek the lowest level.

2.
Make certain no vital records are stored in or below areas through which service pipes pass.

3.
Make certain no vital records are stored in any areas susceptible to water damage.  Records stored in suspect areas should be moved, or if that is not possible, should be covered with plastic sheeting.   

Basic Security Checklist
1.
Make certain staff-only areas are clearly marked.

2.
Make certain identification badges are issued and visitors are escorted in nonpublic access areas.

3.
Make certain outside windows, doors, loading dock areas, and other entry points are secure.

4.
Make certain all access control systems, intrusion detection systems, and automated 

monitoring systems and alarms are working properly.

If problems are discovered during the course of the surveys, they should be noted on the worksheet found in Appendix C and the [insert names and titles of appropriate staff] should be notified.  If necessary, they and the Vital Records Disaster Management Team shall issue additional instructions and guidelines to other institutional staff members.   
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DISASTER RESPONSE

Instructions for Disaster Response

The following guidelines are intended to assist the team in efficiently responding to an actual emergency.

1.
In the event of a vital records related disaster, notify emergency personnel, if 
appropriate, and the Vital Records Disaster Management Team Coordinator.

2.
Notify the Assistant Coordinators if the Coordinator cannot be reached.

3.
For a minor emergency, the Coordinator or an Assistant Coordinator should:


a.
Assess the danger to the vital records.


b.
Make sure that records are removed if in danger.


c.
Evaluate any damage to the records.


d.
Write report.

4.
For a major emergency, the Coordinator or an Assistant Coordinator should:


a.
Notify the other Vital Records Disaster Management Team members.

b.
Select the location of the Recovery Command Center from the list below and meet the disaster team members there.


Available Locations for Recovery Command Center:


Location



Room #

Phone #


1. [Specify Location]



2. [Specify Location]


3. [Specify Location]


4. [Specify Location]


For a major emergency, the appropriate team members should:


a.
Determine extent of damage to the institution’s vital records.


b.
Prepare recommendations for disaster and recovery response based on 



extent of damage, type of media affected, location of records, availability



of security copies, and recovery technologies available.


c.
Assist in the organization and supervision of recovery efforts relating to



vital records.  Locate and secure any available backup copies of vital 



records
.


d.
Write report.

Appendix A

VITAL RECORDS INVENTORY FORMS

See sample on following page


VITAL RECORDS INVENTORY FORM

Agency:


       






Authorizing Signature:





Division:


       







Date of Signature:






Sub-Division:_________________

	
	
	
	
	
	Security Copy
	

	Records Title


	Location--Building, Floor, Room
	Retention
	Container
	Format
	Location--Building, Floor, Room
	Format

	
	
	
	
	
	
	


Appendix B

FLOOR PLANS

Note location of vital records on floor plans.

Appendix C
SURVEY INFORMATION WORKSHEET
Surveys Conducted, Potential Hazards



Date

1. ___________________________________________________________________

Decision _______________________________________________________________

2. _____________________________________________________________________

Decision _______________________________________________________________

3. _____________________________________________________________________

Decision ________________________________________________________________

4. _____________________________________________________________________

Decision _______________________________________________________________

5. _____________________________________________________________________

Decision ________________________________________________________________

Team Member Conducting Survey ____________________________________________
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